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ABSTRACT

The occurrence of single event upset (SEU) in aircraft electronics has evolved from
a series of interesting anecdotal incidents to accepted fact. A study completed in 1992
demonstrated that SEUs are real, that the measured in-flight rates correlate with the
atmospheric neutron flux, and that the rates can be calculated using laboratory SEU data.
Once avionics SEU was shown to be an actual effect, it had to be dedlt with in avionics
designs. The major concern is in random access memories, RAMSs, both static (SRAMS)
and dynamic (DRAMS), because these microelectronic devices contain the largest number
of bits, but other parts, such as microprocessors, are also potentially susceptible to upset.
In addition, other single event effects, specifically latchup and burnout, can also be induced
by atmospheric neutrons.

|. INTRODUCTION

Over thelast 10 years, the occurrence of single event upset (SEU) in aircraft
electronics has evolved from a series of interesting anecdotal incidents [1] to accepted fact
[2]. The anecdotal incidents had little scientific basis, relying exclusively on overall pilot
observations, but they were a harbinger of things to come.

During 1988-89, IBM flew a series of proprietary flight experiments on three
different aircraft in which upsetsin alarge array of 64K SRAMs were measured. A few
years later, ajoint IBM-Boeing study sponsored by DNA and NRL, collected the actua
inflight upset data from both these IBM proprietary flights, and upsets recorded in the CC-
2E flight computer on military aircraft. This study, completed in 1992 [3], demonstrated
that SEUs in avionics are real, that the measured inflight rates correlate with the
atmospheric neutron flux, and that the rates can be calculated using laboratory SEU data.

Once avionics SEU was shown to be an actual effect, it had to be dedlt with in
avionics designs. The magjor concern is in random access memories, RAMSs, both static
(SRAMs) and dynamic (DRAMS), because these microelectronic devices contain by far
the largest number of bits susceptible to upset. The most common way of dealing with
SEU in RAMs s by means of error detection and correction (EDAC); today a number of
commercialy available computer systems for upgrading military aircraft incorporate
EDAC in their designs. Thistrend of building EDAC directly into the design is likely to
continue as larger quantities of memory (from megabits to gigabits) are incorporated into
avionics systems. In addition to upset, other single event effects (SEE, such as latchup and
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burnout), although less probable, also pose potential concerns which can be dealt with in
other specific ways, and these too will be addressed in this review.

1. THE ATMOSPHERIC ENVIRONMENT

The atmosphere is not nearly as benign as some might think, even with respect to
the ionizing radiation environment. Therefore, in this section, the atmosphere will be
described from the viewpoint of itsionizing radiation components; the experimental
evidence for avionics SEU and effective SEU calculation methods will be presented in
subsequent sections. For purposes of reviewing single event effects in avionics, the three
main ionizing radiation components, neutrons, protons and heavy ions, will be described
in some detail.

Modeling the Atmospheric Radiation Environment

For al of the ionizing particles within the atmosphere, the variation of the particle
flux with three parametersis most important: energy, altitude and latitude. The energy
variation is usually presented by plotting the differential flux (flux per unit energy) asa
function of energy, which is often called the spectrum. The spatial variation is usually
given as afunction of dtitude and latitude. However, geophysicists more accurately
describe the variation with respect to two related parameters, atmospheric depth (in units
of gm/c?) instead of altitude, and vertical rigidity cutoff (in units of GV) instead of
geographical latitude.

The atmospheric depth, x (gm/cmz), can be related to the atitude, A (feet), by the
convenient relationship:

x = 1033 exp{ -[0.4534 - (1.17x10%)x|(A-1.05x10°)/1x10%3-58 |x(A/1x10%} (1)

The latitude variation is expressed in terms of the vertica rigidity cutoff, R, in units
of GV. [Therigidity of acharged particle of mass m, energy, E and charge g, is given by
R=(1/q) O(E2 + 2mE).] The rigidity cutoffs are used to describe the strength of the
earth’s magnetic field which is strongest at the equator (requires particles with the highest
rigidity, R~15 GV, to penetrate to this region) and weakest at the poles (where particles
with R< 1 GV can reach). The actual geographical distribution of the vertical rigidity
cutoffs around the world have been given by Shea and Smart as isocurves on aworld
map [4]. To smplify the relationship between geographical latitude and rigidity cutoff ,
we averaged the Shea and Smart vertical cutoffs over geographical longitude for each 5°
in geographical latitude. The resulting curve of averaged rigidity cutoff as a function of
latitude has been presented in [5].

Neutrons

Atmospheric neutrons have been identified as the main cause of single event effects
at elevated dtitudes [2,3]. The neutronsin the atmosphere are created by the interaction
of cosmic rays with the oxygen and nitrogen atomsin the air. They extend in energy to >
1000 MeV as can be seen in Fig. 1 which shows the differential neutron energy spectrum
as measured by Hewitt et a, [6]. It has been found convenient to fit the spectrum of Fig.
1 as afunction of neutron energy E



dN/dE = .3459E-.9219 x exp [-.01522(INE)?] n/crmPsecMeV 2

which applies at 40,000 feet and 45° latitude. Other researchers who have measured the
atmospheric neutron spectrum obtained similar results, although in some cases the
spectrum was found to reach a plateau at ~ 30-70 MeV before faling off as /E [7].

The neutrons in the atmosphere vary with both atitude and latitude. The altitude
variation derives from the competition between the various production and removal
processes that affect how the neutrons and the initiating cosmic rays interact with the
atmosphere. The result isamaximum in the flux at about 60,000 feet, called the Pfotzer
maximum as seenin Fig. 2[2]. The 1-10 MeV neutron flux is often shown on a semi-log
plot as afunction of atmospheric depth [7] which is very similar to Fig. 2. Such acurve,
which can be found in [6] or [8], more explicitly shows that at sealevel (1033 gm/cm2)
the neutron flux is several hundred times lower than at aircraft atitudes. Although the
curve in Figure 2 isfor only the 1-10 MeV neutrons, it is representative of the variation
of the entire neutron spectrum. Normand and Baker have verified this by observing the
same behavior of the 1-10 MeV and 10-100 MeV fluxes as a function of altitude. [5]

The latitude variation of the 1-10 MeV atmospheric neutron flux is shown in Fig. 3
[5]. Figure 3 is based on measurements made aboard aircraft at 35,000 feet [9], that
were originally displayed as a function of vertical rigidity cutoff. The curve of averaged
rigidity cutoff as a function of latitude was used to transform the original datainto the
formof Fig. 3, which isasimplified but yet very useful approximation for showing the
variation of the atmospheric neutrons with latitude. In simplified terms, the atmospheric
neutron flux appears to follow aform that combines both exponential and trigonometric
behavior with latitude. The smplest such form, flux ~exp[-cos(2* Latitude)], gives the
approximate shape, but a much better fit, in terms of L = latitude, is obtained using the
following equation:

Nio (L) = 0.6252 expj - .461x[cos (2L)]? -.94xcos(2L) +.252 y n/crrPsec (3)

In combination, Figs. 1-3 define a simplified atmospheric neutron distribution
model. It assumes that the neutron flux is separable into three factors, one that varies
with atitude, one with geographical latitude and one to account for energy. A more
accurate model, independent of the energy spectrum, is the Wilson-Nealy model [5,10].
In this model, latitude and altitude are not treated as separable factors, but rather are
required to be expressed in terms of rigidity cutoff and atmospheric depth. In addition,
this more refined model is very useful because it also accounts for the effect of solar
modulation on the atmospheric neutron flux, which is generally a small effect.

Protons

Charged particles have also been measured in the atmosphere, most of which are,
like the neutrons, reaction products from the interaction of the primary cosmic rays with
the O and N nuclei inthe air. These include protons, pions, kaons and electrons, with the
pions and kaons decaying to muons. Most of the measurements were made on the
ground at mountainous elevations (> 7000 feet), but these have been augmented by data
from balloon measurements. Our interest is primarily on the protons because they can
cause single event effects in a manner very similar to the neutrons.
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Overadl, the distribution of protonsis similar to that of neutrons, especially with
respect to energy and altitude. The energy spectrum of the atmospheric protons is similar
to that of the neutrons, as seenin Figure 4, but it appears to have more peaks and valleys.
Figure 4 contains the proton differential flux data from three sets of measurements, two at
mountain tops (in the US by Barber [10] and in Russia by Kocharian [6]) and one from a
Russian balloon experiment by Bogolomov [6]. The mountain top data are quite similar,
with the higher altitude Russian data having a higher flux than that recorded by Barber in
Arizona[10]. Both indicate a peaking in the differential proton flux at about 200-300
MeV. The balloon altitude proton fluxes of Bogolomov [6] appear to have the same
behavior with energy as the mountain top data, although they do not cover as high an
energy range. However, the magnitudes of the balloon proton fluxes are lower than might
be expected, which may reflect a normalization problem. The balloon data are included to
show that the proton spectrum remains relatively constant at all atitudes, as with the
neutrons.

The proton flux falls off with atitude or equivalently, with atmospheric depth. This
is seen in Figure 5 in which balloon measurements over Texas by Webber and McDonald
[12], for proton energies in the 100-750 MeV range, have been combined with the
integrated mountain-top data of Barber [11] shown in Figure 4. For these lower energy
protons (100 <E < 750 MeV), the behavior is similar to that of the neutrons, i.e., thereisa
maximum at ~ 80 gm/cm? (55,000 ft.), the aforementioned Pfotzer maximum. The curve
for 100-750 MeV proton in Figure 5 actually is quite smilar to Figure 2 for neutrons. Just
as the neutrons were shown to peak at ~60,000 ft, so too do the high energy proton flux
measurements by McDonald and Webber (E > 750 MeV) show a maximum at between 50-
100 gm/cm? (55,000 - 65,000 ft), the peak depending on the geomagnetic latitude [12].

Within the secondary protons, and in particular those having energies < 800 MeV,
there are differences that are due to the distinct behavior of each of its two components.
Those protons moving upward are called the "splash albedo” component, and those moving
downward are called the re-entrant albedo component. The upward moving component is
essentially constant with atmospheric depth, but the re-entrant component peaks at roughly
100 gm/cm?. Because this reflects the peaking behavior previoudly discussed, it is therefore
the dominant component [13].

A recent analysis[13] of these two components provides some insight into the
latitude (or geomagnetic cutoff) variation of the atmospheric protons. At atitudes of
interest, ~ 40,000 ft (200 gm/cm?) and for E > 100 MeV, the flux of vertically moving
protons decreases monotonically with increasing geomagnetic cutoff (i.e., decreases
monotonically in approaching the equator). The flux of downward moving protons
however first increases and then decreases in traversing from polar to equatorial regions.
The result isadight decrease in the total atmospheric proton flux of about a factor of 2 in
traversing from the polar to equatorial regions[13]. Thisisin marked contrast to the
situation with neutrons for which the flux at the equator is lower by about a factor of 7
compared to that at the poles as seen in Figure 3.

Heavy lons

Very few measurements have been made of the heavy ions in the atmosphere. The
flux of the heavy ions within the primary cosmic raysis very rapidly attenuated with
increasing atmospheric depth due to fragmentation (interactions with the atmosphere that
fragment and thereby remove these heavy ions). Nuclear emulsion and plastic track
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detectors have been used to measure the flux of enders, i.e., ions that are stopped within
the detector. It was found that the flux of enders, incident from a specific zenith angle, is
afunction of the path length measured from the top of the atmosphere. Heavy ion fluxes
as afunction of the product of vertical atmospheric depth multiplied by the secant of the
zenith angle have been measured for various ions groups and plotted and compiled by
Fukui [7,8]. A similar set of curves of the vertical ion flux for four different ion groupsis
shown in Fig. 6 [14] which applies at the top of the atmosphere (0-80 gm/cm?, equivalent
to > 58,000 feet). Comparing Fig. 6 for heavy ionsto Fig. 5 for protons shows how
drastically the heavy ions are reduced by the atmosphere.

The data shown in Fig. 6 give no direct indication how the geomagnetic field, i.e.,
rigidity cutoffs, affect the heavy ion flux, although we would expect it to be somewhat
similar to the effect on protons discussed above. More recent measurements were made
on the aircraft flying the IBM avionics SEU experiment referred to in section 111. CR-39
track etch detectors were flown on three flight paths. mid-latitude (low and high atitude)
and high latitude, high altitude. Heavy ion strikes were measured on only the high
latitude (polar), high atitude flight. The resulting linear energy transfer [LET,
(dE/dx)/(density)] spectrum of these heavy ions has been plotted and is shown in [8]. For
LET >1 MeV-cm2/mg, the atmospheric heavy ion spectrum appears to fal off precip-
itoudly and so it would not be expected to pose much of an SEE threat to avionics.

Future aircraft radiation environment programs may better define this heavy ion
component. An ambitious program to measure all ionizing radiation components within
the atmosphere at aircraft altitudes had been proposed by the DOE-EML [15]. It would
have involved simultaneous measurements by about 10 different instruments aboard a
single aircraft to record the neutron, proton and heavy ion particle fluxes and dose rate
responses at different latitudes and atitudes. However, more recently organized flight
measurement programs that are likely to be flown in the mid-1990s will not be as
ambitious, but rather will concentrate on just neutron flux and dose rate measurements.

Aircraft Altitudes

Both the smplified model, Figs. 1, 2 and 3, and the more accurate Wilson-Nealy
model, apply at al atitudes. With commercia air traffic, the altitude at which airplanes
fly isa complicated matter based on many factors (weight of aircraft, fuel reserve
requirements, air traffic control instructions, etc.). However, setting aside these
limitations, there are default altitudes established by the ICAO (Internationa Civil
Aeronautical Organization) which are as follows: a) for eastbound flights - from sea level
to 29,000 ft. at odd-numbered altitudes, and above 29,000 ft., at 33,000, 37,000, 41,000
and 45,000 ft. and b) for westbound flights - from sea level to 28,000 ft., at even-
numbered altitudes, and above 28,000 ft., at 31,000, 35,000, 39,000 and 43,000 ft. The
Concorde flies at about 55,000 feet and the next generation supersonic airplane, the
HSCT (high speed civil transport) is being designed for aflight altitude in the range of
55,000 - 65,000 feet. For military aircraft that fly at distinctly different altitudes
depending on the mission, determining a single flight altitude to characterize the neutron
environment is not straightforward. Aninitial estimate can be made based on flight
profilesin MIL-HDBK-781 [16]. For jet fighters on escort and operational missions,
MIL-HDBK-781 gives 35,000 - 42,000 feet as the range of relevant altitudes, for
electronic countermeasures and reconnaissance aircraft, it is 35,000 - 40,000 feet, and for



helicoptersit gives 5000 feet as the altitude at which they fly from base to area of
operation.

1. EXPERIMENTAL EVIDENCE
Inflight Upsets

SEU researchers had predicted that the neutrons and charged particlesin the
atmosphere would cause upsets in sensitive microelectronics devices as early as 1984
[17]. However, it was not until the 1991/2 IBM/Boeing study that the occurrence of
single event upsets in SRAMs during flight was firmly documented [3]. In this study,
upsets were recorded in 64K SRAMs flying at both 29,000 and 65,000 feet at a variety of
latitudes, and when operated in both the standard 5V and 2.5V dataretention modes. In
all cases upsets were measured.

In the data retention mode, RAM boards were flown by IBM on close to 60
flights, accumulating nearly 300 flight hours and yielding about 75 upsets. Upsets were
accumulated during each of three flight phases and read out at the end of each phase.
Both the NASA ER-2 and Boeing E-3/AWACS aircraft were used. Inthe fully
operational mode, data were collected from the CC-2E computer containing the same
64K SRAM, aboard military aircraft in two separate European areas. Because the CC-
2E is protected by error detection and correction (EDAC), all upsets were detected,
corrected and recorded by the computer for each flight. In this case there were 118
flights accounting for 783 flight hours which resulted in 136 upsets[2].

Since thisinitial study, two other papers have been published which further
document in-flight SEU events. Normand and Baker reported on upsets in the CC-2E
computer inthe TS-3 Boeing E-3/AWACS that flies out of Boeing Field [5]. Itsdtitude
IS 29,000 feet but it flew to a variety of northern latitude locations, so upset data were
obtained as a function of latitude for latitudes ranging from 30° to 60°. A total of 162
upsets was recorded in 130 flights, and 100 of these had latitude information available. J.
Olsen et al., reported observation of 14 SEUs in the 256K SRAMs of a hand-held
computer used in the cockpit of commercial aircraft flying at 39,000 feet [18].

Attributing the in-flight single event upsets to the atmospheric neutrons is based
upon severa factors. First, with the limited in-flight data available, Taber and Normand
were able to plot the measured upset rates against altitude and latitude. These upset data
were then correlated with the atmospheric neutron curves as functions of altitude and
latitude and the agreement was good. Figure 7 shows the atitude variation [2] and Fig. 8
the latitude variation [5]. Because the in-flight upset rates as functions of altitude and
latitude directly follow the variation of the atmospheric neutron flux with the same
variables, it is clear that the atmospheric neutrons are the dominant radiation environment
influencing the upset rate. Table 1 lists most of the known instances of SEU experienced
inavionics. Also included in the table are the SEU rates calculated by one of two
different methods discussed in section 1V. The good agreement between these calculated
rates listed in the last column (obtained using the atmospheric neutron flux combined with
SEU cross section data) and the inflight measured rates also supports the ideathat it is
the neutrons that are responsible for the upsets.

The ease by which upsets can be measured during flight depends on the system
being used. There are at least three approaches with some variations: the first two, EDAC
and parity/dual redundancy, apply during flight; the third, comparison of pre- and post-
flight bit patterns does not. In systems employing EDAC, the contents of the entire
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memory are continuously scanned so that errors are detected, corrected and logged [2].

In systems using smple parity or dua redundancy schemes to ensure system integrity,
upsets are less certain because only errors occurring between write and subsequent read
portions of the system cycle are detectable. Thus the actual upset rate may be
underestimated unless the fraction of flight time during which the RAM errors are capable
of being detected can be estimated based on system operation. For flight experiments the
third method can be used as with the IBM tests. RAM parts were initialized, operated in
standby mode for some number of flights, and read out afterwards in norma mode, the
comparison against the initial pattern indicating how many upsets had occurred.

Table 1. Measured In-Flight Occurrences of Avionics Single Event Upset (SEU)

Measured Calculated
Aircraft/ Alti- | Opera- Electronic | Rate, Rate,*
Reference Hight tude | ting Part up/bit hr up/bit hr
Path K ft Voltage
E-3/[2] Sedttle | 29 | 25V IMS 64K | 5x107 4.4-8x10°
standby | SRAM
ER-2/[2] N.Cali- | 65 | 25V IMS64K | 1.1x10° 1-2 x10”
fornia standby | SRAM
ER-2/[2] Norway | 65 | 25V IMS 64K | 2.3x10° 2-4 x10°
standby | SRAM
ER-2/[2] Norway | 65 | 2.5V EDI 256K | 4.6x10° 8-14x10”
standby | SRAM
Similar to Europe | 29 | 5V IMS 64K | 2.3x10° 1.8-4.7x10°
E-3/[2] Areal SRAM
Similar to Europe | 29 | 5V IMS 64K | 1.6x10° 1.3-2.7x10°
E-3/[2] Area 2 SRAM
E-3/[7] Outof | 29 | 5V IMS 64K | 1.6x10° 1.3-2.7x10°
Seattle SRAM
Com'dl Trans | ~35 | 5V EDI 256K | 2x10° 1x10”
Jetliner/[16] | Atlantic SRAM
Fleet of World- | ~25 | 5V IDT 256K | 3.3x107%°, 5x10°
Coml Jety | wide -33 SRAM 4.1x101°
[19, 20] (used by 2 dif-
ferent avionics
vendors)

* Calculated rates are given as either a single value, in which case the rate is from the
Burst Generation Rate (BGR) method, or as a-b, where aiis the rate from the neutron
cross section method, and b is from the BGR method.

Charge Collection M easurements

A second confirmation of the primary role of the atmospheric neutrons is offered
by the energy deposition measurements made by the CREAM instrument aboard the
Concorde. [21, 22] CREAM was originally developed to measure the energy deposition
gpectrain silicon on the Shuttle. It consists of ten pin diode detectors operated at 172

7




pum of depletion and with atotal sensitive area of 10 cm?- 1t wasinstalled and flown on
the Concorde supersonic aircraft in 1988 and data were recorded from 1988-90 at
atitudes above 50,000 feet. Energy deposition is collected in 9 separate channels, but on
all flights the two highest channels never recorded any counts. Across the seven lower
channels the count rates were remarkably similar for such flight paths as London-New

Y ork, London-Washington and Washington-Miami. The count rate data were converted
into the burst generation rate format, cn?/pumg, and these are shown in Fig. 9.

Normand et al. recently performed a charge collection experiment at the Weapons
Neutron Research (WNR) facility at Los Alamos National Laboratory [23]. The
spectrum of the WNR neutron beam shown in Fig. 10 is very similar to that of the
amosphere (Fig. 1) except it is approximately 1.5x10° times more intense [23]. A silicon
surface barrier detector (300 um fully depleted) was exposed to the WNR neutron beam
and the energy deposition spectrum measured [23]. Thistoo isshowninFig. 9and it is
evident that the CREAM data measured in flight parallels the neutron bombardment
energy deposition. The WNR deposition spectrum is higher because the depletion depth
of our detector is larger than that of the CREAM detectors (300 umvs. 172um). Figure
9 aso shows that about 120 MeV is the maximum energy that can be deposited by
atmospheric neutrons. Thisis consistent with the CREAM data since no counts were
recorded in channel 8 (182 MeV).

Ground Level Upsets

The neutron environment at ground level can also be defined using Figs. 1-3, or
the more accurate Wilson-Nealy model, with the recognition that the elevation of a
particular location above sea level needsto be specified. Limited datafroma
sophisticated ground-based detector system made at 100, 5000 and 10,000 feet above sea
level indicate that the 10-100 MeV flux falls off approximately linearly with elevation [5].
Very few measurements of the neutron spectrum at ground level have been made,
especialy over the entire energy range. One set of the most recent measurements, made
in Japan [24], was normalized to the spectrum expected in the US based on airplane
measurements over Japan [24] and the US[6]. These spectra are found in [8] and show
that the ground spectrum is roughly 1/300 of that at 40,000 ft.

An early study showed that when alarge number of memories was monitored for
single event upset at three locations of varying atitude (5000 feet, sealevel and in a
mine), the upset rate decreased with decreasing elevation, indicating that atmospheric
neutrons are the likely cause [25]. This study has been recently published in a much
updated format [26] that carefully separates out the upsets caused by apha particles
emitted by trace elements in the device package from those caused by the atmospheric
neutrons. Using the atmospheric upset rate component at three locations with in the US,
the variation with altitude is the same as the atmospheric neutron flux variation with
altitude [23].

There is even more recent evidence of upsets on the ground. The large computer
system ACPMAPS at Fermilab contains about 160 Gbits of DRAM memory, which,
when fully monitored, exhibited approximately 2.5 upset/day [27], equivalent to ~7x10*
upset/bit-hr. This upset rate appears to be consistent to within about a factor of 2-3 with
the rate calculated using the ground level neutron flux (1/300 of Fig. 1), combined with a
measured DRAM upset rate in the WNR neutron beam [23]. Further, RAM
manufacturers perform quality control soft error rate (SER) tests at their facilitiesin
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which they look for bit errors when monitoring 1000 parts for 1000 hours, the error rate
being given in FIT units, defined as errors per 10° device hours (failuresin time). Lage
showed [28] that for current RAMSs, FIT rates are typically in the range of 600-5000 FITs
for 256K, 1M and 4Mbit devices. These FIT rates are equivalent to approximately 102
upset/bit-hr (there is some ambiguity regarding which FIT rates apply to which size
devices). Thisisvery similar to the rate measured at Fermilab, and is arate that can be
attributed to the atmospheric neutrons based on the WNR test data indicated above, as
well as calculations with the BGR method [23].

Some have speculated that at ground level pions make the largest contribution to
SEUsin memories. The relatively good correlation cited above between the measured
ground level SEU rates with the calculated rates based on neutrons at ground level
appears to contradict thisidea, indicating that neutrons play the major role. Pions may
contribute to some portion of the SEU rate at ground level, but it appears that the
atmospheric neutrons are mainly responsible for ground level upsets. In the future, when
parts may have much smaller (~0.1 pm) feature sizes, pions may play alarger role.

V. CALCULATIONAL APPROACHES
Using Neutron/Proton SEE Data

In the original IBM/Boeing study, the authors offered two methods for calculating
avionics SEU rates, one that uses the neutron/proton SEU cross section, s, (E), and one
that uses heavy ion SEU cross sections. The first method, the neutron cross section (NCYS)
method, is straightforward. It givesthe rate as the integral over neutron energy of the
differential neutron flux multiplied by the neutron SEU cross section.

Upset rate = 6 S, (E) (dN/dE) dE (4)
o]
where
Snseu(B) = Neutron-induced SEU cross section
(dN/dE) = Atmospheric differential neutron flux

The main drawback is that there are very few neutron SEU cross sections that have
been measured. The reason for thisis the lack of monoenergetic neutrons sources at a
variety of neutron energies. The 14 MeV neutron generator does produce neutrons that
are essentially monoenergetic, but it isat asingle, relatively low energy . SEU cross
sections for 14 MeV neutrons have been reported for several devices[2,8]. Pseudo-mono-
energetic neutron sources, such as those using the Li(p,n) reaction, are available, but they
have to be used with caution because there are very roughly as many neutrons in the peak
(i.e., a Epeak) asthere arein thetail portion of the spectrum that extends from (Epeak-2)
MeV downto 1-5MeV [30].

Thereis an dternative, and that isto use the proton SEU cross section asthe
neutron SEU cross section. This holds for E >100 MeV, and there is a larger number of
proton SEU cross sections in the literature than neutron cross sections. Thisis the case
because: @) the proton environment is important for low earth orbit satellites and b) many
monoenergetic proton beams are available around the world that have been used for SEU
testing (Harvard Cyclotron, UC Davis Cyclotron, LAMPF, Saturne, TRIUMF, etc.)

In addition to being straightforward, the NCS method of Eq (4) offersthe
advantage that, when it has been applied to proton-induced SEU in spacecraft, the
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measured upset rates have been in good agreement with the calculated rates [8]. When this
method was applied to the in-flight upsetsin the 64k SRAM of the CC-2E, good
agreement was again achieved with the calculated rate, as seen in Table 1.

Using Heavy lon SEE Data

A number of microelectronic devices have been tested for SEU with protons, but
at least ten times that number have heavy ion SEU data available. The heavy ion data have
been obtained to support the evaluation of SEU rates caused by cosmic raysin parts
intended for space applications. However, this data can also be used via the Burst
Generation Rate (BGR) method to calculate SEU rates due to neutrons or protons.

The BGR method was first put forth by Ziegler and Lanford [31] and further
refined for neutronsin [32]. In this method, all the energy deposited in the sensitive
volume of a microelectronic device that leads to upset is assumed to be from the recoils
resulting from neutrons reacting with the silicon. The recoils have low energies (<20
MeV) and therefore have ranges of afew micrometersin silicon so that amost al of this
energy can be deposited within the device sensitive volume.

Thus, neutrons cause SEU not through direct ionization, but rather through
nuclear reactions with the silicon resulting in recoils that can deposit enough energy in the
sengitive volume to generate an upset. The burst generation rate function, BGR(En,Ey),
quantifies thisin terms of the probability that a neutron of energy Ep will generate recoils
with energy 3 Ey inthe silicon. Thus, for a given deposition energy, Ey, the deposition
rate due to aflux of neutrons of energy Enp, f (En), in the sensitive volume V is given by

C VBGR(En,Ey) f (En) where C isthe collection efficiency that accounts for not all of
the recoil energy being deposited within V. BGR functions for neutrons, in units of
cmZ/pm3 x 10-16, have been calculated using basic nuclear interaction data [32-34].

The BGR method has been refined to enable full use to be made of the information
contained in the heavy ion cross section vs. LET curve by viewing adevice asa
population of cells. Each cell will upset when an amount of energy, characterized by an
effective LET, is deposited in that cell. All cells are different, and the heavy ion cross
section curve is redlly the integral over all cellsin adevice, showing the distribution of the
probability to collect charge as a function of the critical charge [35].

The heavy ion SEU cross section, s(L), is generally plotted as a function of the

LET of theion [35]. It has been found to be most convenient to fit a smooth curve to the
upset cross section as a function of LET, and the form of the fit most favored by a group
of SEU expertsisthat of the Weibull distribution [35] given by:

S (L)=sq {1-exp{-[(L - Lo)/W]S}} ®)
where sg is the asymptotic cross section
Lo isthe LET cutoff
Sand W arefitting parameters
Generally aleast squares fitting method is applied to obtain the Weibull
parameters. Examples of the efficacy of the Welbull distribution to fit SEU cross section
dataare shownin [8,35].
To implement the BGR method, the heavy ion cross section curve, given by the
Weibull fit [Eq. (5)], isdivided into LET intervals, each representing a different energy
deposition, and normalized by the corresponding SEU cross section over that interval.

10



The contribution by neutrons to each energy deposition interval is given [5] in terms of
the BGR asfollows:

Upset Rate = CA DV; 6 BGR(E, E;;) (dJ¥dE) dE 6)
: o]
E
where
C = collection efficiency
DV; =ithsenstive volume
Ei = ith recoil energy, MeV

BGR(E,E;;) = burst generation rate, cm2/ums, probability that
particle of energy E will produce recoils of energy 3 E;;

dJdE = neutron/proton differential flux
DVi =t Dsi, um3 @)
where
t = senditive thickness, um
Dsi =Si-Sj1
Sj = heavy ion SEU cross section for ith portion of the curve
obtained using the Weibull distribution, cm?
Eyi =tx 0.23x LET;, MeV 8
where
t = sendgitive thickness, um
LET; =representative LET for ith portion of the curve,
MeVcem2/mg

An additional parameter implicit in Eq (6) but explicit in Egs (7) and (8) and
required in the neutron/proton SEU method, is the collection depth, t, sometimes called
the sengitive thickness. The sensitive thickness can be considered as comprised of three
parts:. the depletion region, a funnel region and a diffusion region, with the depletion
region generally the largest contributor [36]. Without any other information, t = Inmmis
sometimes used for the thickness, although thisis conservative and leads to
overestimating the upset rate. For recent parts, t has been seen to vary from 1-6 nm, with
most parts having values in the range of 2-5 mm [35]. Based on our experience in using
the method, we find that for parts fabricated in the 1990s (e.g., SRAMs of 256 Kbits or
larger) avalue of t=2um works well, for parts from the early-middle 1980s, a value of
t=5pum works well, and for partsin between, the best value of t lies between 2-5 pm.. For
the second parameter, C, the collection efficiency, it has been found that a value of C~0.5
leads to good agreement between calculated and observed SEU rates and cross sections,
when used in conjunction with the aforementioned values of t.

While it may appear to be an oversmplification to use a single value of t in the
BGR method for a variety of microelectronic devices, the method does work. It appears
that the main reason for thisis that the calculations are carried out on a per bit basis, and
at this level, the recoils do contribute most of the energy collected by the logic cell of a
device, resulting in an upset. The success of the method has been borne out through two
distinctly different sets of comparisons. Thefirst is by comparing the calculated
atmospheric neutron upset rates against the measured in-flight rates as shown in Table 1.
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The second is by recognizing that the BGR method can also be applied to obtain
neutron/proton-induced SEU cross sections, s(Ep), at neutron/proton energy Ep. This
relies on two factors: 1) calculated BGR functions for both protons and neutrons are very
similar and can be used essentially interchangeably, and 2) if the flux term, dJdE, in Eq. 6
is deleted and the integration over E removed, the equation gives the proton/neutron SEU
cross section (cm?/bit) rather than the SEU rate (upset/bit-hr). Thus s(Ep) is given as:

s(Ep) = CA BGR(Ep,Eri) t Ds; 9)

When this method was applied to two sets of data (measured heavy ion and proton SEU
cross sections) for three different 64K SRAMS, the calculated proton SEU cross sections
werein fair to good agreement with the measured data over the proton energy range of
50-500 MeV [37]. Inaddition, when the method was applied to measured SEU cross
sections from 14 MeV neutrons in a variety of RAMSs, again good agreement was
obtained.

V. SIMULATION AND TESTING

As indicated above, there are very few monoenergetic neutron sources available
that can be used to test microelectronics for their susceptibility to SEE. The available
choices are redly that of the 14 MeV neutron generator and proton beams with Ep > 100
MeV which have essentially the same effect as neutrons of the same high energies.
Although pseudo-monoenergetic neutron sources, especially the Li(P,n) sources appear to
be attractive because of availability and high neutron energies, that is offset by the need to
distinguish between the upsets caused by the neutrons in the tail portion of the spectrum,
compared to those due to neutronsin the peak. The BGR method has been used to
distinguish between the two contributions by means of a calculated peak-to-total-spectrum
adjustment factor [3], but it has received limited use. Another easily available source , the
isotope PuBe, has also been used in some studies [8,38], but it produces only low energy
(< 10 MeV) neutrons.

However, there is a much better alternative and that is a spallation neutron source
which has a very similar spectrum to that of the atmospheric neutrons. Undoubtedly the
best spallation source for SEU testing is the Weapons Neutron Research (WNR) facility at
Los Alamos National Laboratory [39]. Asshown in Fig. 10, the WNR neutron energy
spectrum is very close to that of the atmospheric neutrons, but it is about a factor of
~2x10° more intense. Thus, one hour in the WNR beam is the equivalent of roughly 2x10°
hours at 40,000 ft altitude. A large test chamber and associated data acquisition trailer
have been set up along beam line 30L to support SEE testing. The neutron spectrum is
continuously being measured by means of afission ionization detector system. The
disadvantages of WNR are that a) it only operates once a year for a period of 2-4 months
(varies from year to year), and b) to gain access to the beam, a user must gain approval of
the Neutron Program Advisory Committee (NPAC).

There are other spallation sources having close to the right spectrum, but they are
less convenient than the WNR for purposes of performing SEU testing. These sources are
areas around a very high energy accelerator where the shielding is thinner than usual (by
design or by accident) so that a higher neutron flux is present. Probably the best of theseis
the Reference Field Facility sponsored by the Commission of European Communities
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(CEC) at CERN mainly for purposes of assessing the radiation exposure of civil aviation
crews[40]. Other sources include the TNF (thermal neutron facility) at TRIUMF [8, 41]
and the "soft reference field" (in the labyrinth) and "hard reference field" (behind the target
room) areas of the phasotron at the Joint Institute of Nuclear Research, Dubna, Russia
[42]. Inall these cases, the neutron flux is higher than that of the atmospheric neutrons,
but by only 1-2 orders of magnitude, not nearly as large as the factor of 2x10° at WNR.
Furthermore, compared to the WNR, these accelerator sites don't have a means for
continuously monitoring the spectrum of the neutron beam, nor do they provide convenient
services for setting up equipment to carry out single event testing.

VI. OTHER SINGLE EVENT EFFECTS
Latchup

The high energy atmospheric neutrons may aso induce other single event effects.
The effect that has been measured in simulation with both the WNR beam [43, 44] and
proton beams [45, 46] islatchup. Only a small number of parts has been found to be prone
to neutron/proton-induced latchup. Included are specific memories [45, 47], a number of
microprocessors [46, 48] and two specific types of gate arrays [43, 44]. From all data that
are available, it appears that parts that undergo heavy ion-induced latchup will also be
prone to neutron/proton latchup if the LET threshold for latchup is <5 Mchm2/mg.
Thisisnot afirm criterion but rather an approximate guideline. The key point is that based
on the WNR testing [43, 44], the latchup rate is much lower on a per device basis, than the
upset rate. If the upset rate is roughly 10° upset/bit hour (typical of at least five RAMs
[8,23]), a1 M bit RAM will have a per device SEU rate of 10 upset/device-hr. Worst
case neutron/proton-induced latchup rates appear to be in the range 10°® - 107
latchup/device hr [43-48].

The use of smple models based on only energy deposition to predict the
neutron/proton induced latchup rate does not appear to work as well as it does for upset.
They appear to be overly conservative, in effect, too much energy is deposited resulting in
acalculated latchup rate that is ~two orders of magnitude too high. At present two more
elaborate models for neutron/proton induced latchup have been published [44, 47] that
improve on simple energy deposition as the only criterion. Oneis based on track electric
field reduction of the LET of the recoils [47], but the tools to implement it are not readily
available. The second model is based on a minimal required range for the recoils and has
the following elements: @) it incorporates geometric factors that are based on standard
microelectronics design practices, as well as on some preliminary speciaized heavy ion
latchup test results, b) it uses the general BGR methodology but for smaller sensitive
volumes, and c) it uses heavy ion latchup cross section data [44]. Both of these models
have given good agreement with measured neutron and proton induced latchup rates. As
this issue receives further attention, it can be expected that additional models may be
developed for calculating this effect.

Burnout

It iswell known that when heavy ions of relatively high LET (>20 MeV cn?/mg)
strike an N-channel power MOSFET, the energy deposited can lead to one of two single
event effects (SEE), burnout or gate rupture [49]. Burnout is an effect that has also been
induced by energetic protons [50], neutrons [51] and low LET (<10 MeV cm?/mg) heavy
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ions [52], but gate rupture has not. In single event burnout (SEBO), the energy deposited
by an energetic particle can forward bias the thin body region under the source. If the bias
applied to the drain exceeds the local breakdown voltage, the single event induced pulse
can initiate avalanching in the drain depletion region. Local power dissipation due to the
large drain-source current leads to destructive burnout.

Most SEBO testing of N-channel MOSFET s has been conducted with ions having
high LETs (i.e. high stopping power, > 26 MeV cnm?/mg). The objective of thistesting isto
determine, for anion of agiven LET, what is the lowest drain-source voltage (V ds) that
will induce SEBO. Test methods were developed for conducting the burnout testing
without destroying the parts and measuring individual burnout pulses[52]. A few tests
were also conducted with low LET ions as well [52]. These showed that, in some parts, if
Vdsis high enough but still less than the rated breakdown voltage, even low LET ions
(<10 MeVcm?/mg) can cause burnout. If low LET ions can cause SEBO then it is possible
for the recoils induced by high energy neutrons/protons in the silicon to also cause
burnout.

In the only previously published study in which power MOSFET s were exposed to
energetic protons, the 100 V rated parts showed no SEBO but the 200V parts did [50].

In that case the SEBO testing with protons showed that at very close to rated voltage, N-
channel power MOSFETSs had a cross section for inducing SEBO of ~10° cr?, however
this was reduced significantly when V ds was lowered by as little as 10V.

It is known from testing with heavy ions [53] that the higher the rated voltage, the
smaller the fraction (minimum V ds at burnout)/(rated voltage) at which the parts exhibit
SEBO. Thusit appeared that high voltage parts (e.g., 400V and 500V) would have a
higher potential to experience SEBO due to protons and neutrons than lower voltage parts.
This was confirmed in very recent Boeing tests with 400V and 500V MOSFETs in the
WNR neutron beam [51]. Neutron-induced burnout was measured in these devices when
V ds was >300V, and the cross section increased from ~10° cn? to ~107°10° cn?, as Vs
increased from 300 to 400V. However, since in current avionics applications these parts
are operated at voltages lower than 300V, it appears that SEBO is not areal issue for
current avionics.

Effects in Fiber Optic Systems

Photodiodes are used within the receiver portion of fiber optic data systems, and
their sengitivity to ionizing radiation, in particular to single event effects (SEE) has been
shown since the early 1990s [54, 55]. SEE testing of fiber optic systems demonstrated that
both Si and InGaAs photodiodes are the most sensitive components [54]. The photodiodes
have been tested with proton beams and measured in terms of the induced bit error rate [54,
55]. Since the bit error rate has been observed to increase with decreasing proton energy,
the main mechanism identified is that of direct ionization energy loss rather than proton-
induced nuclear interaction [55, 56].

More recently the WNR neutron beam was used to directly measure the sensitivity
of InGaAs photodiodes to nuclear induced effects [57]. Using a 1000 mm diameter InGaAs
photodiode, roughly 4x10° pulses were recorded for a neutron fluence of ~3x10'° n/cn?, or
about one pulse per 10 particle/cmz. With protons, essentially every particle leadsto a
pulse [55], hence protons are roughly four orders of magnitude more effective in causing
SEE effectsin fibers than neutrons. Although the atmospheric neutron flux is higher than
that of the protons by less than an order of magnitude, as seen in Fig. 5, the protons are
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nearly four orders of magnitude more effective than the neutrons in causing SEE effectsin
the fibers. Therefore, in terms of single event effectsin fiber optic systems, it isthe
atmospheric protons that pose the main potential threat rather than atmospheric neutrons.

In the same way that space systems successfully dealt with SEE effects in fiber optic systems
once these potential effects were recognized [54,59], it is expected that such SEE effects
can be similarly handled in avionics systems.

VIl . SUMMARY AND CONCLUSIONS

Single event effects in avionics have been reviewed. Considerable attention was
focused on the ionizing radiation environment in the atmosphere that causes the SEE, as
well as the various sources of data that correlate the occurrence of SEE at aircraft altitudes
with the atmospheric neutrons. Two different approaches were reviewed that have been
successful in utilizing laboratory-generated SEU cross section data to calculate the upset
rates at dtitude. Information was provided on the simulation and testing of microelectronic
devices for SEE effects for purposes of avionics applications, as well as on the other SEE
effects besides upset that might be of concern in avionics. Systems impacts were not
directly addressed. In genera terms, error detection and correction (EDAC) and
redundancy are the two system approaches most often used to avoid problems with SEE.
These are more fully discussed in[2,3,8]. EDAC, which can defeat upsets in large memory
arrays, is now being incorporated into a number of commercially available computer
systems aimed at the avionics market, and this trend is likely to continue.
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FIGURE CAPTIONS
Figure 1 Spectrum of the average differential neutron flux in the atmosphere at 40,000 ft.
and 45° latitude based on the measurements of NASA-Ames and normalized to a 1-10
MeV neutron flux of 0.85 n/em? sec [2,3].

Figure 2 The 1-10 MeV atmospheric neutron flux as a function of altitude based on
aircraft and balloon measurements [2].

Figure 3 The 1-10 MeV neutron flux as a function of geographical latitude based on
aircraft neutron measurements and the vertical rigidity cutoffs of Smart and Shea [4,5].

Figure 4 Comparison of Measured Atmospheric Proton Spectra at Several Altitudes [7,11]

Figure 5 Comparison of Measured Atmospheric Proton Flux (100<E<750 MeV) As
Function of Atmospheric Depth [11,12]

Figure 6 Falloff of Vertical lon Flux with Atmospheric Depth at the Top of the
Atmosphere For lons of Energy >200 MeV/nucl. [14]

Figure 7 Correlation of the inflight SEU rate in the IMS 1601 SRAM with atmospheric
neutron flux as afunction of altitude. The SRAM was operated at 2.5V [2].

Figure 8 Correlation of the inflight SEU rate in the IMS 1601 SRAM with atmospheric
neutron flux as a function of geographical latitude. The SRAM was operated at 5V [5].

Figure 9 Correlation of the energy deposition spectrum in the CREAM detector flown on
Concorde with spectra measured in silicon surface barrier detectorsin the WNR beam.
[21-23]

Figure 10 Comparison of the neutron spectrum at the Weapons Neutron Research facility
(WNR) of Los Alamos National Lab with the atmospheric neutron spectrum [23].
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Figure 9 Correlation of the energy deposition spectrum in the CREAM detector flown on
Concorde with spectra measured in silicon surface barrier detectorsin the WNR beam.
[21-23]

Figure 10 Comparison of the neutron spectrum at the Weapons Neutron Research facility
(WNR) of Los Alamos National Lab with the atmospheric neutron spectrum [23].
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Figure 1 Spectrum of the average differential neutron flux in the atmosphere at 40,000 ft.
and 45° latitude based on the measurements of NASA-Ames and normalized to a 1-10
MeV neutron flux of 0.85 n/em? sec [2,3].
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Figure 2 The 1-10 MeV atmospheric neutron flux as a function of atitude based on
aircraft and balloon measurements [2].
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Figure 3 The 1-10 MeV neutron flux as a function of geographical latitude based on
aircraft neutron measurements and the vertical rigidity cutoffs of Smart and Shea [7,9].
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Figure 4 Comparison of Measured Atmospheric Proton Spectra at Several Altitudes [6,10]
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Figure 5 Comparison of Measured Atmospheric Proton Flux (100<E<750 MeV) As
Function of Atmospheric Depth [9,10]
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Figure 6 Falloff of Vertical lon Flux with Atmospheric Depth at the Top of the
Atmosphere For lons of Energy >200 MeV/nucl. [53]
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Figure 7 Correlation of the inflight SEU rate in the IMS 1601 SRAM with atmospheric
neutron flux as afunction of altitude. The SRAM was operated at 2.5V [2].
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Figure 8. Correlation of the inflight SEU rate in the IMS 1601 SRAM with atmospheric
neutron flux as a function of geographical latitude. The SRAM was operated at 5V [7].
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Figure 9 Correlation of the energy deposition spectrum in the CREAM detector aboard
Concorde with spectra measured in silicon surface barrier detectorsin the WNR beam.
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Figure 10 Comparison of the neutron spectrum at the Weapons Neutron Research facility
(WNR) of Los Alamos National Lab with the atmospheric neutron spectrum [19].
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Figure 13 Comparison of ground-level atmospheric neutron spectra with the spectrum of
neutrons at 40,000 ft. [118, 136].
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Figure 3. The 1-10 MeV atmospheric neutron flux as a function of atmospheric
depth (gnvVcm?2) based on balloon measurements (Holt) and calculations (Armstrong and
Wilson-Nealy) [33, 35
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